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[NTOJINTUKA
17.02.2023 Ne

0€30MaCHOCTH NMEePCOHAJBHBIX JAHHBIX, 00padaTbiBaeMbIX B HH()OPMALMOHHBIX
cucremax nepcoHaabHpix JaHHbIX MBY 1O CHI Ne 3 r. CraBponoJist

1. OnpenesieHus
B HacTosiimeM JOKyMEHTE HCIIOIB3YIOTCS CIASAYIONIUE TEPMUHBI U UX ONPEICICHUS.

ABTOMATH3MPOBaHHAsA 00pPadoTKAa MEePCOHAIBHBIX JaHHBIX - 00pa0OTKa EPCOHAIBHBIX
JTAHHBIX C IOMOIIBIO CPEJICTB BHIYUCIUTEIBHON TEXHUKH.

Be3onacHocTh NMepCOHATBHBIX JAHHBIX — COCTOSHUE 3aIlMIIEHHOCTH IE€PCOHAIbHBIX
JAHHBIX,  XapaKTepuzyemMoe  CHOCOOHOCTBIO  IOJb30BaTeliel,  TEXHUYECKUX  CPEICTB
¥ MHPOPMALMOHHBIX TEXHOJOTHIA 00eCeunTh KOH(PHUICHIMATBHOCTb, IEJIOCTHOCTD U JJOCTYITHOCTh
HEPCOHAIBHBIX JAHHBIX NMPH UX 00pab0TKe B MHPOPMALMOHHBIX CHCTEMaX MEePCOHAIBHBIX IaHHBIX.

bioknpoBanne mnepcoHATBbHBIX [JAaHHBIX - BpPEMEHHOE IpeKkpalleHue coopa,
cUcTeMaTH3alluy, HaKOIUICHHsI, UCIIOJIb30BaHUs, PACIPOCTPAHEHUS, IEPCOHATILHBIX JAHHBIX, B TOM
YHCIIe UX NepeladH.

JlocTyn k HHGOPMALMHU - BO3MOXXHOCTb IOJTY4YeHUsI HHPOPMALIUHU U €€ UCIIOJIb30BaHHU.

3amumaemass uHopmanusa - uHbOpMALMS, SBIAIOMIASCT MPEIMETOM COOCTBEHHOCTH
U TOAJeXallas 3alluTeé B COOTBETCTBMM C TpeOOBaHMSIMU IPAaBOBBIX JOKYMEHTOB WIIU
TpeOOBaHUSAMU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMAaIUH.

NaenTndukanus - npucBoeHne cyobekTaM U 00beKTaM J0cTyna ujieHTudukaropa u (Uim)
CpaBHEHME MPENBABIAEMOro UJICHTU(PUKATOPA C IEPEYHEM ITPUCBOECHHBIX UACHTU(PUKATOPOB.

NudopmannonHasi cucTeMa NEPCOHANBHBIX JAHHBIX - COBOKYIIHOCTb COJEPKALUXCS
B 0a3ax JaHHBIX NEPCOHAIBHBIX JAHHBIX M OOECIEeUMBaAIOIIUX UX 00pabOTKYy MH(YOPMAIMOHHBIX
TEXHOJIOTMI U TEXHUYECKUX CPEACTB.

NudopmanuonHasi TeXHOJOrWsl - TIPOLECCHl, METOAbl IOUCKa, cOopa, XpaHEHMUs,
00paboTKH, MPeOCTaBICHUs, PACIPOCTPaHEHUsT UH(OPMAIIMM U CHOCOOBI OCYIIECTBICHHUS TaKHX
MIPOLIECCOB U METOJIOB.

Hcrounnk yrpo3sl 0e30MaCHOCTH MEPCOHANBHBIX JAHHBIX - CYyOBEKT JOCTyMa,
MaTepuaibHbIH 00BEKT WIN PU3NYECKOE SIBIICHUE, SIBISIOIIMECS IPUIMHON BOZHUKHOBEHUS YTPO3bI
0€30I1aCHOCTH MEPCOHATIBHBIX JAHHBIX.

KonTposanpyemas 30Ha - IpoCTpaHCTBO (TEPPUTOPUS, 3/1aHUE, YACTh 3[JaHMsI, IOMEILIEHHUE),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYeMoe MpeObIBaHUE TMOCTOPOHHUX JIMIL, a TaKKke
TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MaTepUAIbHBIX CPEJICTB.

KonpuaeHunajJbHOCTh NePCOHATBHBIX JAHHBIX - 00s3aTeNbHOE IS COOIOACHUS
OIepaTOPOM WJIM MHBIM MOJYYHUBIIMM JOCTYI K MEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE He
pacrpocTpaHATh UX 0e3 cornacus cyObeKTa NepCOHAIbHBIX JAHHBIX MM HAJHMYUS HHOTO 3aKOHHOTO
OCHOBaHUSI.

Hapymmuresb 6e301aCHOCTH MePCOHATBHBIX AAHHBIX - (PU3NYECKOE JIMII0, CIYyYaiHO WIIN
IpelHaMEPEeHHO COBEpIIalollee JCMCTBUS, CIEJICTBUEM KOTOPBIX SIBISIETCS  HapylleHue
0€30MaCHOCTH  NEepPCOHANBHBIX JIAaHHBIX TNpU HUX 00pabOTKE TEXHHUUECKUMH CpPEICTBAMHU
B MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX.

HecaHKnUMOHMPOBAHHBIA J0CTYN (HECAHKIMOHMPOBAHHbIE [EHCTBUSI) - JOCTyI
K MHpOpMaluu WM JeHCTBUS ¢ MHpOpMAIMel, Hapyllalouue npaBuia pasrpaHUueHus J0CTyIa
C MHCIIOJIb30BAaHMEM IITAaTHBIX CPEJICTB, MPEIOCTABISAEMbIX HH(OPMAIIMOHHBIMU CHCTEMaMU
HEPCOHAIBHBIX JaHHBIX.



Hocutenr undopmanum - Gu3MUECKOe JUIO WIM MaTEPUAIbHBIA OOBEKT, B TOM YHCIIC
¢du3uveckoe mojue, B KOTOPOM MH(OpMAIUS HAXOAUT CBOE OTPakeHUE B BHJIE CHMBOJIOB, 00pa30B,
CUTHAQJIOB, TEXHUYECKHUX PELICHUH M IMPOIECCOB, KOJIUYECTBEHHBIX XAPAKTEPUCTHK (PU3MUECKHX
BEJIMYHH.

OOe3imuMBaHue MNEPCOHAJBHBIX JAHHBIX - JCHCTBUS, B pe3yibTare KOTOPBIX
HEBO3MOXXHO OIPECIUTh MPUHAUICKHOCTh TMEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYyOBEKTY
IIEPCOHAJIBHBIX JaHHBIX.

O0padoTka NMepcoOHAJILHBIX JAAHHBIX - JT000€ JelicTBUE (Omepanus) Wil COBOKYITHOCTh
JeiicTBuil (omepaumii), COBEpIIAEMBIX C MCIIOJb30BAaHHEM CpEACTB aBTOMAaTH3alMM wWin 0e3
UCTIOJIB30BaHUSI TAaKMX CpPEACTB C TNEPCOHAJIBHBIMH JIAHHBIMH, BKIJIO4Yas cOOp, 3aluch,
CHUCTEMaTHU3allil0, HAKOIUICHHE, XpaHEHHEe, yTOuHeHHE (OOHOBIEHHE, M3MEHEHME), M3BIICUECHHUE,
UCIIOJIb30BaHUE, Iepenady (paclpocTpaHEHHE, MPEOCTaBICHHE, MAOCTYIN), OOE3JIMYUBAHUE,
0JI0KMpOBaHKE, YAAJICHUE, YHUUTOKEHHE IEPCOHATIbHBIX JAHHBIX.

O0beKT BHIYHCIUTEIbHON TEXHUKH - CTAIIMOHAPHBIA WIIM TOJBMXKHBIA OOBEKT, KOTOPBIH
IpEeACTaBIsieT COOOH KOMIUIEKC CPEICTB BBIYMCIMTEIbHON TEXHHUKM, NpEJAHA3HAYEHHBIA I
BBITIOJIHEHUS OIpeesIeHHbIX (QyHKIUH 00paboTku mHpopMarmu. K 00bekTaM BBIUMCINTENBHON
TEXHUKH OTHOCSTCSI aBTOMAaTH3UPOBAHHbIE CHCTEMbl, aBTOMATU3MPOBaHHBIE pabouue MecTa,
MH(OPMaLlMOHHO-BbIUNCIIUTEIbHBIE LEHTPbl U APYTHe KOMIUIEKCHI CPEICTB BBIYUCIUTEIbHON
TexHUKd. K 0O0bEeKTaM BBIUMCIUTENBHOW TEXHUKU MOTYT OBbITh OTHECEHBI TaKXe OTJ/EIbHbIE
CpeACTBa BBIYMCIUTENBHON TEXHHUKH, BBIIOJHIIOIMIME CAaMOCTOSTENbHBIE (DYHKIMH 00pabOTKH
uHpopmanuu.

Oneparop nmepcoHAJBHBIX JAHHBIX - TOCYJIaPCTBEHHBIH OpraH, MyHUIMNAJIbHbIN Opra,
IOPUJIMYECKOe WM (U3MUECKOE JIMIIO, CaMOCTOSITEIbHO MJIM COBMECTHO C JAPYIMMH JIUIAMHU
opram3ymomme # (WIM) OCYHICCTBISAIONMME OOpa0OTKYy TEPCOHANBHBIX JTaHHBIX, a TaKKe
onpeseNomue Lead OoO0pabOTKH IEepCOHANbHBIX JIaHHBIX, COCTaB IE€PCOHAIBHBIX JaHHBIX,
HoJyIeXamMx 00padoTKe, NeHCTBHS (OMEepali), COBEPIIAEMbIe ¢ IEPCOHATBHBIMH JAHHBIMH.

IlepconanbHble JaHHbIe - J1r00as MHPOpPMALMSA, OTHOCSIIAACS NPSAMO WIM KOCBEHHO
K OTIPE/ICIICHHOMY HJIH OTpeesieMoMy (GU3NYECKOMY JIHIY (CyOBEKTY MepCOHATBHBIX TAaHHBIX).

IHosb3oBaTessb  MHGOPMANMOHHON CHCTEMbl INEPCOHAJBHBIX JAaHHBIX - JIMIO,
ydacTBytoniee B (YHKIMOHUPOBAHUM HMH(OPMALIMOHHOW CHUCTEMBI NMEPCOHATIbHBIX JAHHBIX WM
UCTIONB3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IHosb3oBaTesib HMH(POPMALMOHHONW CHCTEMbl NEPCOHAJBHBIX [JaHHBIX — JIMILO,
yuyacTBytoliee B (DyHKIIMOHUPOBAHMM HH(POPMALMOHHOM CHUCTEMbI NMEPCOHAIBHBIX JAHHBIX WIH
HCIIOJIB3YIOIIEE Pe3yNbTaThl €€ (QyHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHu4eHHs JOCTYNA - COBOKYITHOCTb IIPABWJI, PETJIAMEHTHUPYIOIIUX IIpaBa
JIOCTYTIa CYOBEKTOB JOCTyNa K 00bEKTaM J0CTyTIA.

IIpenocraBiieHHe NMEpPCOHAJBHBIX MAaHHBIX - JICHCTBHSA, HAIIPaBJICHHBIE HAa PACKPBITHE
NEPCOHAIBHBIX JaHHBIX ONPEIETICHHOMY JIUILY WM ONPEeIIEHHOMY KpPYyTY JIULI.

IIporpaMMHOe HeCAHKIIMOHMPOBAHHOE (IPOrPaMMHO-MaTeMAaTH4YeCcKOe) BO3/AeiicTBHE
Ha pecypchbl BO3eHCTBHE - aBTOMAaTU3UPOBAaHHON MH(MOPMAIMOHHON CHCTEMBI, OCYLIECTBIIIEMOE
C MCIOJIb30BAaHUEM BPEJOHOCHBIX IIPOTpamMM.

PacnpocTtpaHenue mepcoHAJBLHBIX JAHHBIX - JICHCTBUS, HANpaBJICHHbIE HA PACKPBHITHE
NEPCOHAIBHBIX JaHHBIX HEONPEAEIEHHOMY KpYTY JIUII.

Pecypc nH(popManMOHHOI CHCTEMbI - UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO, MPUKIIATHOTO
WY anmapaTHoro odecneueHus pyHKIMOHUPOBAHHUS HH(POPMAIIMOHHON CUCTEMBI.

Cucrema 3aliMTbhl NEPCOHAJBHBIX [JAHHBIX - COBOKYMHOCTh OpraHoB U (WJIM)
UCTIOJIHUTENIEH, UCMOJNb3yeMOH HMH TEXHUKH 3alluThl HH(pOpMAIMH, a Takke OOBEKTOB,
OpraHu3oBaHHass M  (QYHKIMOHUpYIOIIAs IO TpaBUjaM U  HOpPMaM, YCTAHOBJIEHHBIM
COOTBETCTBYIOIIUMH JOKYMEHTaMH B 00JIACTH 3aIIUThI IEPCOHATBHBIX JAHHBIX.

CpencrBo kpunrorpagpuyecko 3amuTbl uHGOpMAUMM - CPEACTBO  3AIIMTHI
UHOPMaLINH, peaTu3yollee aropuTMbl KpUIITOrpadhuyeckoro npeodpazoBaHus HHPOPMAIIUH.

Cy0beKkT pgocryma - JMIO WIM DPOLECC, JEHUCTBHS KOTOPOTO pPErJIaMEHTUPYIOTCS
IIpaBWJIaMU Pa3rpaHUYEHUs JOCTYIIA.

Cy0beKTbl MepCOHANbHBIX JAAHHBIX - Pa0OTHUKM, OOyYalOLIUECs, YYaCTHUKH E€IUHOTrO
rOCyJapCTBEHHOTO »JK3aMeHa (32 HCKIIOYEeHHEM OO0ydYaloluxcs), TpaxkaaHe, NpUBJIEKaeMble



K TMPOBEIEHUIO TOCYJapCTBEHHOW WTOTOBOW AaTTEeCTallMd, YJIEHBl MPEIMETHBIX KOMMCCHH,
00I11eCTBEHHBIE HA0I0JaTeNH, CIyIIATeNd U JpyTUe JTUIa.

Texnuueckuid KaHaj yredku uHpopManuu (cpeacrBa o0padoTku), nHpopmauuu -
COBOKYIHOCTb HOCHUTENSl (U3WYECKOH Cpeasl paclpocTpaHeHHs HH(POPMATUBHOTO CHTrHaja
U CPEJCTB, KOTOPBIMH JI0OBIBAETCS 3alluiaemMasi HHpopMaIus.

Texnuveckue cpeacTBa HH(POPMALMOHHONW CHCTeMbl MEPCOHATBbHBIX [JAHHBIX -
CPEICTBA BBIYMCIUTEIBHON TEXHUKH, HHQOPMAIIMOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHl U CETH,
CpeACTBa M CHUCTEMBl Iepefaud, npuemMa U OoOpabOTKH TepCOHANBHBIX JAaHHBIX (CpeacTBa
U CHUCTEeMbl  3BYKO3alHCH,  3BYKOYCWJICHHS,  3BYKOBOCIIPDOU3BEACHHMS,  IEPETOBOPHBIC
U TEJIEBU3HOHHBIE YCTPOMICTBA, CPEICTBAa M3TOTOBJICHMSI, TUPAKUPOBAHUS TOKYMEHTOB U JIpyrue
TEXHUYECKHUE CpeAcTBa O0OpabOTKHM pedeBOM, Tpadudeckoil, BUACO- W OyKBEHHO-IM(PPOBOH
uHOpMalLKN), TPOrpaMMHBIE CPECTBa (ONEPAIMOHHBIE CUCTEMbI, CHCTEMBbl YIpaBlIeHHs Oa3zamu
JAHHBIX U T.I1.), CPEJCTBA 3AIIUTH HHPOPMAIIMH, TPUMEHSIEMbIE B MHPOPMAIIMOHHBIX CUCTEMAX.

¥Yrpo3bl 6€e30MacHOCTH MePCOHAIBbHBIX JAHHBIX - COBOKYITHOCTh YCJIOBHH U (haKTOPOB,
CO3JAIOIIMX ONACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM 4HCJIE CIy4yailHOro, JOCTyIa
K TEpCOHAJBHBIM JAHHBIM, pPE3YyJbTAaTOM KOTOPOIO MOXKET CTaTh YHUYTOXKEHHE, U3MEHEHME,
OJIOKMpOBaHME, KONMUPOBAHUE, PACHPOCTPAHEHHUE NEPCOHAIBHBIX JaHHBIX, a TaKXKe HWHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBHIA NMPH X 00paboTKe B MH()OPMAIIMOHHON CHCTEME TIEPCOHAIBHBIX
JAHHBIX.

YHHUTOKEeHNe NePCOHATBHBIX JaHHBIX - JICHCTBUS, B pe3yibTaTe KOTOPHIX HEBO3MOKHO
BOCCTAaHOBUTH COJCpKaHHE MEPCOHAIBHBIX JaHHBIX B MH()OPMAIIMOHHOW CHCTEME MEPCOHATBHBIX
JAHHBIX WJIM B PE3yJIbTaTe€ KOTOPBIX YHHUYTOXKAIOTCS MaT€pUaIbHbIE HOCHUTEIN IEPCOHAIbHBIX
JAHHBIX.

Yreuka (BammmaemMoil) HHEPOPMAUMU - HEKOHTPOIMPYEMOE  pacIpOCTpaHEHUE
uH(popMalnu yepe3 GU3NIECKYI0 Cpey JO OCYLIECTBIAIONIETO epexBaT HHPOpMaIUH.

HenocTHOCTL MH(OPMALMH — CIIOCOOHOCTH CPEICTBA BBIYMCIMTEIBHOW TEXHUKU WIIU
ABTOMATU3UPOBAHHOW CHCTEMBbl OO0ecleunBaTh HEU3MEHHOCTh HWHGOPMAlMU B  YCIOBHSIX
CIIy4aifHOTO W/HITH TIPETHAMEPEHHOTO HCKaKEHHS (pa3pyIIeHHUs).

2. BBeaxenue

Hactosmas [lonmutuka Oe30macHOCTH MEpPCOHAJIBHBIX  JaHHBIX, 00pabaTbhIBaeMbIX
B MH(POPMALMOHHBIX cucTeMax nepcoHanbHbIX JaHHBIX MBY JIO CII Ne 3 r. CraBpomons (nanee -
[Tonutuka), sBAsieTcsl OQUIMATBHBIM JTOKYMEHTOM U pa3pa0OoTaHa B COOTBETCTBHM C IIEJISIMH,
3aJayaMi W TpPUHIMNAMH oOecredeHuss Oe30MacHOCTU IEPCOHANBHBIX JAHHBIX H3JI0KEHHBIX
B KoHnenuuu 0e30macHOCTH MEpPCOHANbHBIX JaHHBIX, 0OpaldaThiBaeéMbIX B HH(GOPMAIMOHHBIX
cucremax MBY JIO CIII Ne 3 r. CraBponosus

B IMonuTtuke ompeneneHsl TpeOoBaHUS K paOOTHUKAM, 3aMENIAIONIUM JIOJDKHOCTH B MBY
J1O CHI Ne 3 r. CraBpornosisi , CTelleHb OTBETCTBEHHOCTH PaOOTHHUKOB, CTPYKTYpa U HEOOXOAUMBIH
YpOBEHb 3AIUIIEHHOCTH, CTaTyC W JOJDKHOCTHBIE OOS3aHHOCTH PaOOTHHUKOB, OTBETCTBEHHBIX
3a oOecnieueHre O€30MACHOCTHM MEPCOHANbHBIX JAHHBIX B HWH(QOPMALMOHHBIX CHCTEMax
nepcoHanbHBIX HaHHBIX MBY JIO CII Ne 3 r. CraBpomnosis

3. OO01ue moJIoKeHus

Henpto Hacrosimeit [lonutuku sBiusercs oOecredeHne O€30MACHOCTU MEPCOHAIBHBIX
JaHHBIX OT BCEX BUJAOB YIpO3, BHEIIHUX U BHYTPEHHUX, YMBIIUJIEHHBIX U HENpEeAHAMEPEHHBIX,
MUHHMM3ALUSA yiiep6a 0T BO3SMOXKHOM peasin3aliuyl yrpo3 0€30MacHOCTH MEePCOHATbHBIX JaHHBIX.

bezonacHocTh MePCOHAIBHBIX JAHHBIX JIOCTUTAETCS yTeM UCKITIOYEHUS
HECaHKIMOHMPOBAaHHOIO, B TOM 4MCJIE CIy4yallHOro, JOCTylla K IE€PCOHAIBHBIM JIAHHBIM,
pe3yJIbTaTOM KOTOPOTO MOXKET CTaThb YHUYTOXKEHHE, M3MEHEHHe, OJIOKMpOBaHUE, KOMHUPOBAHHE,
pacnpoCcTpaHEHHUE NIEPCOHATIBHBIX IaHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JAEHCTBUH.

Wndopmanus u cBsi3aHHbIE C HEW pecypechl JOJDKHBI OBbITh JOCTYIHBI TOJBKO JJIs
aBTOPHU30BAHHBIX MOJIb30BaTeNel. B MH(OPMAIIMOHHBIX CHUCTEMAX MEPCOHATIBHBIX JAaHHBIX JOJKHO
OCYIIECTBIISITECS. CBOEBPEMEHHOE OOHapy’>KEHHE YIpo3 U pearpoBaHHe Ha yrpo3bl 0€30MacHOCTU
NEPCOHAIBHBIX JaHHBIX.



B uHpOpMaIMOHHBIX CHCTEMaX MEpPCOHANbHBIX JAHHBIX HEOOXOIUMO HCKIIOYHUTH
BO3MOXXHOCTh TIPEeTHAMEPEHHBIX WM CITyYalHBIX, YACTUYHBIX WU TOJHBIX HECAHKIITMOHUPOBAHHBIX
MO (UKAINI UITH YHUUTOKECHUSI TAHHBIX.

[lepeueHp mNeEpCOHATIBHBIX JAHHBIX, MOJICKAIIMX 3aIlIuTe, ompenencH B llomoxeHun
0 Tmopsake o00paboTku W obecrnedeHnH Oe30macHOCTH HWH(OpMaMyM KOH(PHUICHIMAIBHOTO
XapakTepa, B TOM YHUCIIe epCOHaIbHBIX AaHHbIX, B MBY J1O CII Ne 3 r. CraBponods.

4, Cucrema 3alUTHI MEPCOHAIBHBIX TaHHBIX

Cucrema 3alIUTHI HCPCOHAJIBHBIX JAHHBIX CTPOUTCA HA OCHOBAHWH:

° [lepeuns nepcoHaIbHBIX JAaHHBIX, MOJIEKAIINX 3aIIUTE;

° [Tepeunst ”HGPOPMAITMOHHBIX CUCTEM ITEPCOHATBHBIX JTAHHBIX;

° AKTa ompeleneHHusl YPOBHS 3allUIICHHOCTH IEPCOHATBHBIX JAHHBIX MPH HX 00pabOTKe
B HH(OPMAITMOHHON CHCTEME MEPCOHATBHBIX JaHHBIX;

° YacTHOM MOJENH YyIpo3 U HAPYIIUTEIs 0€30MaCHOCTH TIEPCOHATBHBIX JTaHHBIX;

) PyxoBomsmux nokymentoB ®CTIOK Poccun u ®Ch Poccun.

Ha ocHOBaHMH 3THX JOKYMEHTOB OIpEEesieTcss He0OXOAUMBIH ypOBEHb 3allUIIEHHOCTH
NIEPCOHANBHBIX JIAHHBIX B MHPOPMALMOHHOW cHcTeMe nepcoHanbHbIX AaHHeIX MBY IO CII Ne 3
r. CraBpornonst . Iy kaxJ10i WH(GOPMALIMOHHON CHCTEMbI MEPCOHAIBHBIX JTAHHBIX JOJDKEH OBbITh
COCTaBJIEH CIIMCOK MCIIOJNIb3YEMbIX TEXHHUYECKHX CPEJICTB, a TaKXe IPOrpaMMHOro oOecreueHus
Yy4YacTBYIOLIET0 B 00pabOTKe NEPCOHATIBHBIX JAHHBIX, OJUIEKAIUX 3aLIUTE.

B 3aBucuMOCTH OT ypOBHS 3alllMIIEHHOCTH NEPCOHAJIBHBIX JAaHHBIX B MH()OPMALMOHHOU
cUCTeME NEePCOHAIbHBIX JAHHBIX M aKTYyaJbHbIX YIPO3, CUCTEMa 3allUThl MEPCOHANBHBIX JaHHbBIX
MOJKET BKJIIOUYATh CIEAYIOIUE TEXHUYECKHE U IPOrPaMMHBIE CPEJICTBA!

. AQHTUBHUPYCHBIC CPEACTBA JJISI OOBEKTOB BHIYMCIUTEILHON TEXHUKH;
. CPEIICTBA MEKCETEBOI0 SKPAaHUPOBAHMS;
. CpeICTBAa KPUMTOTpaUUISCKON 3aIUTHI 3aIUIIIAeMON HHPOPMAITUH 110 KaHAIAM CBSI3H.

Tak ke B CIIMCOK JJOJDKHBI OBITh BKIIFOUEHB! ()YHKIIMHU 3AIIUTHI, 00eCcIIeYrBaeMble IITaTHBIMU
CpeAcTBaMU HMH(OPMALMOHHOW CHUCTEMBbI TEPCOHATBHBIX JAHHBIX M ONEPAIlMOHHBIX CHCTEM,
NPUKIAJHBIM TPOTPAaMMHBIM OOECII€YeHHEM M CHEUUATbHBIMU KOMIUIEKCAMH, peau3yOIIUMU
cpencTna 3amuThl. CIUCOK (PYHKIMM 3alllMThl MOXKET BKJIIOUATh!

. yIpaBJeHUE JOCTYIIOM M pa3rpaHUYeHHUE JOCTyTa MOJIb30BaTelIeH;
. PErUCTpaIMIO U yUeT ACHCTBUM ¢ nH(pOpMaIuei;

. o0OecIieyeHre eJI0CTHOCTY JAHHEIX;

. oOHapy>KeHHE BTOPKEHUH.

Crucok HCIIOJIB3YEMBIX CPCACTB OOJDKCH MOAACPKUBATHCA B AKTYAJBHOM COCTOSHHH.
Bce wm3MeHeHMss cocraBa CHUCTEMBl 3alUTHl MEPCOHANBHBIX JaHHBIX WM  DJIEMEHTOB
I/IHq)OpMaHI/IOHHBIX CHUCTEM IIECPCOHATIBHBIX JAaHHBIX JOJI?KHBI OBITH coryacoBaHbl ¢ OTBETCTBEHHBIM
3a obecneuenue OezomacHoctd [1/In B MCITJn B MBY J1O CIH Ne 3 r. CraBpomnodsi, KOTOPbIM
ABJISIETCS 3aMecTuTelNb qupekropa Jepkauésa Onbra FOpbeBHa.

5. TpeﬁoBa}mﬂ K IIoACUCTEMAaM CUCTEMBI 3aIUTHI NEPCOHAIBHBIX TaHHBIX

Cucrema 3alIMTHl IEPCOHATBHBIX JAHHBIX BKJIIOUAET B C€0s CIEIYIOIINE MOICUCTEMBI:
YIpaBJIEHUS JOCTYTIOM, PETUCTPALNK U yUeTa;

o0ecrniedeHus HeI0CTHOCTH U IOCTYITHOCTH;

AHTUBHUPYCHOW 3aIUTHI;

MEXKCETEBOI0 HIKPaHUPOBAHMUS;

aHaJIM3a 3allUIIEHHOCTH;

0oOHapy>KeHHS BTOP>KEHUI;

KpUNTOTpaUIeCcKOM 3aIUTHI.

[Toxcucrempl cucTEMBl 3alIUTHI MEPCOHATBHBIX JAHHBIX MUMEIOT Pa3iuyHbI (YyHKIMOHAI
B 3aBUCHMOCTH OT YpPOBHS 3allMIIEHHOCTH IE€PCOHANBHBIX MJAaHHBIX MNP HUX 00paboTke
B HH(OPMALIMOHHOW CHUCTEME IMEepPCOHATBHBIX JAHHBIX, OMPEIEICHHOTO B AKTE ONpeJesIeHus



YPOBHS 3aIMIICHHOCTH MEPCOHAIBHBIX JAaHHBIX IpU UX 00paboTke B MHPOPMAIIMOHHON cucTeMe
MEPCOHAIBHBIX JTaHHBIX.

6. IToacucTembl ynpasJieHUs 10CTYIIOM, PeTrHCTPALMH U y4eTa

[Toncucrema yrpaBieHHs JOCTYIIOM, PETUCTPALIMU U yuyeTa NpeHa3HaueHa AJis pealu3aluu
CJIEAYIOUIMX (PYHKLUI:

eyJeHTU(UKAMY W  TPOBEPKU MOMJMHHOCTH CYOBEKTOB JIOCTyla IIpU  BXOJE
B MH(POPMALMOHHYIO CUCTEMY IEPCOHAIBHBIX TaHHBIX;

e UJCHTU(UKAIIMK TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBS3M, BHEUIHMX YCTPOWCTB
0 JIOTUYECKUM MMEHaM; WIACHTU(HUKALMY IIPOrpaMM, TOMOB, KaTaJoros, ¢ailyios, 3anuceil, noien
3amnuce Mo UMEHaM;

e perucTpanu Bxoja (BbIXOJA) CYOBEKTOB JOCTyna B cHCTeMY (M3 CHCTEMBI), JHOO
perucTpanuy 3arpy3ku 1 HHULMAIU3alu1 ONEpPallMOHHON CUCTEMBI U €€ OCTaHOBA;

® PETUCTpallMK MOMBITOK JOCTyIa MPOTrPAMMHBIX CPEACTB (MporpaMm, MPOLECCOB, 3ajad,
3aJlaHMii) K 3aIIMIIaeMbIM (aiiiam;

® pErUCTpalMM TOMBITOK JOCTYIa MPOrpaMMHBIX CPEICTB K TEpPMHMHAJIaM, KaHajaMm CBS3H,
nporpaMMam, ToMam, KaTtajoram, (aiiam, 3anucsm, oM 3aucei.

[loncucrema ynpaBiieHUs JOCTYIIOM MOXKET OBbITh peaju30BaHa C IOMOILIBIO IITAaTHBIX
CpeACTB O00pabOTKM MEPCOHAIBHBIX JAHHBIX (ONEPALMOHHBIX CUCTEM, MpuiIokeHui). Tak
K€ MOXET ObITb BHEIPEHO CHEIUAJIbHOE TEXHUYECKOE CPEACTBO WM HUX KOMILIEKC,
OCYILECTBIISIOLINE [JOMOJHUTENbHbBIE Mepbl IO ayTeHTH(UKaUMW U KoHTpomo. Hanpumep,
IPUMEHEHHUE €IMHBIX XPAaHWIMIL YYETHBIX 3alUCcel IMoJIb30BaTele U PEerucTpalluoOHHON
UHGOpPMALIUY, HCHOJIb30BAHUE OHMOMETPUYECKUX M TEXHMUYECKUX (C MOMOIIBIO 3JIEKTPOHHBIX
IPOIYCKOB) Mep ayTeHTH()HUKAUU U APYTHX.

7. [Moacucrema odecrneyeHusl HEJTOCTHOCTH U JOCTYITHOCTH

IToncucrema obecriedeHus LEITOCTHOCTH U JOCTYITHOCTHU NpeIHa3HaYeHa AJis o0ecredeHus
LEJIOCTHOCTU U JIOCTYHHOCTH IEpPCOHANBHBIX JAHHbBIX, MPOrPAaMMHBIX M AallapaTHBIX CPEICTB
MH(OPMaLMOHHBIX cucTeM nepcoHanbHbIX AaHHBIX MBY JIO CHI Ne 3 r. CraBpomno:ns, a Tak xe
CPEZCTB 3aIIUTHI, IPU CIIyYaltHON MIIM HAMEPEHHONW MOJU(PHUKALINH.

Iloncucrema peanusyercss ¢ IOMOLIbIO OPraHU3alUU  PE3EPBHOIO  KOIMHMPOBAHUS
00pabaTbIBa€MbIX JIaHHBIX, @ TAKXKE PE3epPBUPOBAHUEM KIFOUEBBIX 3JEMEHTOB MH(pOPMAlMOHHBIX
CUCTEM IE€PCOHAIbHBIX JAHHBIX.

8. IToacucrema aHTUBUPYCHOM 3alIUTHI

[Toxcucrema aHTHUBUPYCHOM 3alllUTHI MpeAHAa3HAueHa IS OOecreueHUs aHTUBUPYCHOM
3amuThl 00beKTOB BhuKCIUTENbHOU TeXHUKH MBY J1O CIII Ne 3 r. CraBpormons .
CpenctBa aHTUBUPYCHOM 3allIMTHI IPEIHA3HAYEHBI I Peau3alluy CIeIyOMNUX (GYHKITHI:
® PE3UICHTHBIN aHTUBUPYCHBIM MOHUTOPHHT
® AHTHBUPYCHOE CKAaHUPOBAHNE;
® CKpUIIT-0JIOKUPOBAHUE;
® [ICHTPAJTM30BaHHAS/yIaJieHHAs ~ YCTAHOBKA/JACHMHCTALISALNUS aHTUBUPYCHOTO  TPOIYKTA,
HACTpOIiKa, aAMUHUCTPUPOBAHUE, TIPOCMOTP OTUETOB M CTATHCTUYECKOW MH(pOpMAIUHU MO padore
MIPOJIYKTA,
® aBTOMAaTH3MPOBAHHOE OOHOBJICHNE AaHTUBUPYCHBIX 0a3;
® OrPAaHWYCHHUE TIPaB TOJI30BATENs] HA OCTAHOBKY HWCIIONHAEMBIX 33a/ad W HM3MEHEHUS
HACTPOEK aHTHBUPYCHOTO MPOTPAMMHOTO O0ECTICUCHUS;
® ABTOMATHYECKHUH 3aIlyCK cpa3y MOCIIe 3arpy3KH OlepauoOHHON CUCTEMBI.
[loacucrema peanuzyercsi MyTeM BHEAPEHHS CIEUUATBHOTO AaHTUBUPYCHOTI'O MPOrPAMMHOTO
obecrieueHus BO BCE 2JIEMEHTHI HH(OPMAITHOHHBIX CHCTEM MEPCOHATBHBIX JaHHBIX.

9. IMoacucrema mMekceTeBOro IKPAHMPOBAHUS

Iloacucrema MeXCeTeBOTO OKpAaHUPOBAHUS MMPEAHA3HAYCHA IS CIICAYOIIUX (I)YHKHHﬁl



¢ hubTpanMy OTKpBITOro U 3amudpoBanHoro IP-tpaduka;

e puKcalu BO BHYTPEHHHUX IJKypHaJaX HHGOpMAIMM  pealn3aiud  (3aKphITOro)
0 MIPOXOSIIEM OTKPBITOM U 3aKpeIToM IP-Tpaduxke;

® KOHTPOJIS IIETIOCTHOCTH CBOEH MPOrpaMMHOM 1 MHPOPMALIMOHHON YacTH;

¢ QUIBTpPAIIMY TAKETOB CIIY>KEOHBIX MTPOTOKOJIOB, CIYXKAIIUX Ul JUATHOCTHKU M YIPABICHUS
paboTOM CETEBBIX YCTPOUCTB;

e huibTpaMU C Y4YETOM BXOAHOTO M BBIXOJAHOTO CETEBOro MHTepdelica Kak CpeacTBO
IIPOBEPKHU MOJJIMHHOCTH CETEBBIX aJJPECOB;

® PETUCTpALMM U yueTa 3alpaliiBacMbIX CEPBUCOB MPUKIIAHOIO YPOBHS;

® OJIOKMPOBAHMS JIOCTYNA HEUACHTU(PHUIMPOBAHHOTO OOBEKTa WM CyOBEKTa, MOJTMHHOCTH
KOTOPOTI'O MPH ayTEeHTU(PHUKALIMH HE TOATBEPINIACH, METOJaMU, YCTOWYMBBIMU K I1€PEXBATY;

® KOHTPOJIS 32 CETEBON aKTUBHOCTBIO MPUIIOKEHUI U OOHApYKEHHsI CeTEBbIX aTaK.

Iloncucrema  peanusyercs  BHEAPEHHEM  IPOrPaMMHO-AIIAPATHBIX  KOMIUIEKCOB

MEKCETEBOI0 IKPAaHUPOBAHUS HA TPAHULIE CETH.

10. Iloacucrema aHajaM3a 3alIUIIEHHOCTH

Iloncucrema aHanM3a 3alUIIEHHOCTH, JOJDKHA 00€CHeunBaTh BBIBICHUE YA3BHUMOCTEH,
CBSI3aHHBIX C OMHMOKaMH B KOH(UTypamuu MPOrpaMMHOTO oOecredeHrus HH(OOPMAIOHHON
CUCTEMBbl MEPCOHAJbHBIX JAHHBIX, KOTOpPblE MOTYT OBbITh HCIHOJb30BAHBI HAPYIIUTEIEM IS
peaNn3alyy aTakd Ha CUCTEMY.

@DyHKIMOHAN MOACUCTEMbl MOXET OBITh pPEaTM30BaH IPOrPAaMMHBIMM M IPOIPAMMHO-
aIrapaTHbIMU CPEJICTBAMH.

11. Iloacucrema oOHapy:KeHUSs] BTOPKeHUH

[Toxcucrema oOHApYKEHUST BTOPKCHHM, JODKHA O0CCIICUMBATH BBISBICHUE CETEBBIX aTaK
Ha D3JIEMCHThI HMH()OPMAIMOHHOW CHUCTEMbI IMEPCOHAIBHBIX JAHHBIX, IOJAKIIOYCHHBIC K CETIM
00111er0 MOIB30BaHMS U (MJIN) MEXKTyHAPOIHOTO OOMEHA.

@OyHKIIMOHAT TOJCUCTEMbl MOXET OBITh PEaTM30BaH IMPOTPAMMHBIMH M IPOIPAMMHO-
armapaTHbIMU CPEACTBAMMU.

12. IHoacucrema kpunrorpapuueckoi 3alUThI

Iloncucrema  kpunrorpaguuecko  3alUMTBl  [peJHa3HaueHa A8 UCKIIOYEHUS
HECaHKIIMOHMPOBAHHOI'O JOCTYNa K 3aluinaeMoil nHdopmanuu B MHPOPMAIMOHHBIX CHUCTEMAaxX
NEepCOHANBHBIX JIaHHBIX, IPU €€ Iepeaye Mo KaHalaM CBsI3U ceTeil oOIIero mojab30BaHus U (WIIN)
MEX1yHapOAHOr0 0OMeHa.

IToncucrema peanu3yercss BHEAPEHUEM KPHUNTOrpaUUYecKHX MPOrpaMMHO- ammapaTHBIX
KOMILIEKCOB.

13. IToan30BaTenun l/lH(l)OpMalll/IOHHbIX CUCTEM NMEPCOHAJIBHBIX JAaHHBIX

B Konnenmuu 6e€30macHOCTH TEPCOHANBHBIX JaHHBIX OMpPENeNieHbl OCHOBHBIE KaTEropuu
nonp3oBareneil. Ha ocHOBaHMM ATHX KaTeropwii AODKHA OBITh TMPOU3BENEHA TUIH3AIUS
MoJIb30BaTeIeii MH(POPMAIIMOHHBIX CHCTEM TIEPCOHAIBHBIX JAaHHBIX OMpENeJeH WX YpPOBEHb
JIOCTyNa XU BO3MOXHOCTH.

B nndopmanmonnsix cuctemax nepcoHanbHbIX 1aHHBIX MBY JIO CII Ne 3 r. CraBponosis
MO>KHO BBIJICIUTH CIEAYIOUINE TPYIIIBI MOIh30BaTENeH, y4acTBYIONIUX B 00pab0TKe MEPCOHATBHBIX
JTaHHBIX:

. AMUHUCTpATOP MHPOPMAIIMOHHON CHCTEMBI IEPCOHANBHBIX JaHHBIX;
o Oneparop nHGOPMALIMOHHON CHCTEMbI IEPCOHATBHBIX JIaHHBIX.
14. AAMUHUCTPATOP MHPOPMAILIMOHHON CUCTEMbI MEPCOHAJBHBIX JAHHbBIX

AIMUHHUCTpATOp HMH(POPMAIIMOHHON CHUCTEMBI TMEPCOHATBHBIX JAHHBIX, OTBETCTBEHHBIN
3a HACTPOIKY, BHEJJPEHUE U COMPOBOXKICHHE WH(POPMAITMOHHONW CHCTEMBI NIEPCOHATBHBIX JaHHBIX.



ObecnieunBaeT (PYHKIIMOHUPOBAHHUE TOJICUCTEMBl YINPABICHHUSI JTOCTYNOM HH(GOPMalUOHHON
CUCTEMBl  NEPCOHANBHBIX  JAaHHBIX W  YINOJHOMOYEH  OCYLIECTBJIATH  IIPEIOCTABICHUE
U pasrpaHUyuEHUE JOCTyNa KOHEYHOTO MOojb30BaTens (omneparopa HMH(OOPMALMOHHOW CUCTEMBI
MEPCOHANIbHBIX JIAHHBIX) K 3JIEMEHTaM, XPAHSIIIUM ITE€PCOHATbHBIC JAHHBIE.

AnmuHucTpaTop  MHGOPMAIMOHHOM  CHUCTEMBbl IEPCOHANbHBIX  JAaHHBIX  00jagaer
CJIEYIOIIMM YPOBHEM JIOCTYIIa U 3HAHUM:

¢ 00aiaeT MOMHOM MHGPOPMALE 0O CUCTEMHOM U MPUKIIATHOM IPOTPAaMMHOM O0ECIICYeHUN
MH(OPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX JAHHBIX;

eo0Omagaer modHOW wuH(OpPMaNMe O TEXHUYECKUX CpelcTBax U  KoHpurypanuu
MH(OPMALIMOHHON CUCTEMBI IEPCOHATBHBIX JTAHHBIX;

eIMEeT JIOCTYIl KO BCEM TEXHHUYECKUM cpeacTBaM o0paboTku MHGOpMAlMU U JaHHBIM
B UH(POPMALIMOHHOM CUCTEME MEPCOHAIBHBIX TaHHBIX;

e00namaeT BO3MOXKHOCTSMHM BHECEHUS H3MEHEHHMH B MpOrpaMMHOE oOecredeHue
MH(OPMALIMOHHONW CHCTEMbI TEPCOHAJBHBIX JIaHHBIX Ha CTaguu ee pa3paboTKu, BHEAPEHUS
Y COIIPOBOXICHUS,

eo0namaeT mpaBaMH KOH(DUTYPHPOBAHUS WU AJMHUHHUCTPATUBHOW HACTPOWKH TEXHHYECKHX
cpencTB MHGOPMAIMOHHON CHCTEMBI IEPCOHATBHBIX JAHHBIX.

15. Omnepartop uH(pOPMAIHOHHOI CHCTEMBbI MEPCOHATBHBIX JAHHBIX

Omneparop MHGOPMAIMOHHON CHCTEMBI MEPCOHANBHBIX MaHHBIX, paboTHHKk MBY JIO CIII
Ne 3 r. CraBpomoyis  OCYHIIECTBISIONINI 00pa0OTKy TNEpCOHANBHBIX JaHHBIX. OOpaboTka
MEPCOHAJIBHBIX IAHHBIX BKJIFOUAET: BO3MOKHOCTh IPOCMOTpPA NEPCOHAIBHBIX JaHHBIX, PYYHOI BBOJ
NEPCOHANBHBIX JaHHBIX B MH()OPMAIMOHHYIO CHCTEMY NEpPCOHANBHBIX NAaHHBIX, (HOPMHUpPOBAHHE
CIIPAaBOK U OTUETOB MO MHGOPMAIUU, MOTYYCHHON M3 MHGOPMAIMOHHON CHCTEMBbI MEPCOHATBHBIX
JTAaHHBIX.
Omneparop HMHPOPMAIMOHHOW CHCTEMBbI MEPCOHAIBHBIX JAaHHBIX O0JIaJaeT CIeAYIOIMUM
YPOBHEM JIOCTyTIa ¥ 3HAHUU:
e 00yamaeT BceMH HEOOXOAWMBIMU aTpuOyTaMu (Hampumep, rmaposieM), 00ecreynBarOIIUMU
JIOCTYII K HEKOTOPOMY MOAMHOKECTBY II€PCOHAIBHBIX JAHHBIX;
e pacrojaraet KOHQHUACHINAILHBIMU JAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

16. AamMuHHcTpaTop HHGOPMALMOHHOI 0€301aCHOCTH

AAMUHUCTpATOp MHPOPMALMOHHOM 6€30MaCHOCTH, OTBETCTBEHHBIN 3a (DYHKIIMOHHUPOBAHUE
CUCTEMBl  3aIMTHl  I[EPCOHAIbHBIX JaHHBIX, BKJIOYas OOCIy)XMBaHHME U  HACTPOUKY
aJMUHUCTPATUBHOM, CEPBEPHOM U KIIMEHTCKONU KOMIIOHEHT.

AnMmuHUCTpaTOp HMHGPOPMALMOHHOM Oe30macHOCTH 00NagaeT CIEAYHIOIIMM YPOBHEM
JIOCTyTa U 3HAHUM:

e 00aiaeT nmoaHOU MHGpOpMalueil 06 HHPOPMALIMOHHBIX CUCTEMAaX MEePCOHAIBHBIX IaHHBIX;

eyMeEeT JIOCTYNl K CpeACTBaM 3allMThl MH(OpMAnMU M TMPOTOKOJIMPOBAHUS M K 4YacTH
KITIOUYEBBIX 3JIEMEHTOB HH()OPMAIIMOHHON CUCTEMBI IEPCOHANIBHBIX JaHHbIX;

eHE WUMEeT IpaB JOcTyna K KOH(PUIypUPOBAHHUIO TEXHMYECKHUX CPEACTB  CETH
3a UCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnMuHUCTpaTOp HHPOPMAITMOHHOI 0€30M1aCHOCTH YIIOJTHOMOYEH:

® OCYIIECTBIIATH ayIUT CPEJCTB 3alIUTHl HHPOPMAIIH;

® OCYIIECTBIIATh KOHTPOJb 3a JEHCTBUSMHU I0JIb30BaTEIe HHPOPMAIIMOHHON CHCTEMBI
MEePCOHAIBHBIX JaHHBIX NMPU X paboTe ¢ NEPCOHATILHBIMU JJAHHBIMU;

® YCTAHABIIMBATh JOBEPUTEIIbHBIE OTHOLIEHUS CBOEW 3AIMINEHHON CETH C CETAMH APYruX
OpraHU3alui U YYPEKICHUMN.

17. TpedoBanus k padoTHHKAM 110 00eCTIEYeHUIO 3ALIUTHI MIEPCOHAIBHBIX JAHHBIX

Bce paboraukm MBY JIO CHI Ne 3 r. CraBpormossi, SBISIONIMECS I0JIb30BATEISIMU
WH(OPMAIIMOHHBIX CHCTEM IMEPCOHANBHBIX JAaHHBIX, JOJHKHBI YETKO 3HATh U CTPOTO BBHIMOIHATH



YCTaHOBJICHHBIE MpaBWJIa U O0S3aHHOCTH MO JOCTYIY K 3alllUIIaeMbIM OO0BEKTaM U COOJIIOJICHUIO
YCTAHOBJICHHOTO peXUMa 0€30IacHOCTH MePCOHANBHBIX TaHHBIX.

[Ipy BCcTymiaeHHM B JIOJDKHOCTH HOBOTO pabOTHUKAa HEMOCPEACTBEHHBIM PYKOBOIUTEIND
CTPYKTYPHOTO TOjpa3ieieHus o00sf3aH OpraHu30BaTh €ro O3HAKOMJIEHHE C JOJDKHOCTHOU
UHCTPYKLUHEH U HEOOXOAMMBIMU JOKYMEHTaMH, PErjaMeHTHPYIOINIMMH TpeOOBaHUS MO 3alluTe
NEPCOHANBHBIX JAHHBIX, a TaK)Ke 00y4YeHHE HABBIKAM BBIMOJIHEHUS MPOLELYDP, HEOOXOAMMBIX ISt
CaHKLMOHUPOBAHHOTO MCIOJIb30BAHUS WH(OPMALIMOHHBIX CUCTEM MEPCOHAbHBIX JaHHbIX.

PaGoTHuk pomkeH OBITh O3HaKOMJIeH ¢ Hacrosimed [lomuTukol, yCTaHOBJIEHHBIMHU
npoueaypamMu  paboThl € 3JeMEHTaMHU HH()OPMALMOHHOW CHUCTEMBbl IEPCOHANBHBIX JaHHBIX
Y CUCTEMOM 3aIMThI IEPCOHATIBHBIX IaHHBIX.

Pa6otaukn MBY J1O CHI Ne 3 r. CraBpomnoJis , MCHOJB3YIOIIME TEXHUYECKUE CPECTBA
ayTeHTH(UKALWK, JOJDKHBI OOECIeYMBATh COXPAaHHOCTh IEPCOHAIBHBIX HACHTH(PHKATOPOB
(97EKTPOHHBIX KJIIOYEH) M HE JONycKaThb HECAHKLIHMOHUPOBAHHBIM JOCTYNm K HHM, a TakKke
BO3MOXKHOCTb X YTE€PH UJIU UCIIOJIb30BaHUS TPETHUMHU JIMLIAMHU.

[Tonp30BaTeny HECYT MEPCOHATIBLHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTh HJICHTU(UKATOPOB.

Pa6oranku MBY JIO CHI Ne 3 r. CraBpomoist OJDKHBI CIIEAOBaTh YCTaHOBJIECHHBIM
npoueaypaM MOJJEpKaHUs peXuma Oe30MacHOCTH TMEepPCOHANBHBIX JaHHBIX MpU  BbIOOpE
U HCHOJb30BAaHUM Mapojieil (eciIM HE HUCHOJB3YIOTCS TEXHUYECKUE CpEACTBA WIACHTHU(PHUKALUU
1 ayTeHTU(UKALINN).

Pa6oraukn MBY JIO CHI Ne 3 r. CraBpomonst JO/DKHBI OOECIICUMBATL HAJIICKATYIO
3alUTy 000pYJOBaHMS, OCTaBIsIEMOro 0€3 MpPHUCMOTpa, OCOOCHHO B TeX CilyyasX, Korjaa
B TIOMEIIEHUE UMEIOT JIOCTYII MTOCTOPOHHUE JMIa. Bee monp3oBaTeny nHGOPMAIIMOHHON CHCTEMBI
MEPCOHANBHBIX JIaHHBIX JOJDKHBI 3HaTh TpeOoBaHUS MO 0€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX
U TPOLEAYPHI 3alIUTHl 000PYI0BaHUS, OCTaBIEHHOIO 0€3 MPUCMOTPA, a TAK)KE CBOM O0SI3aHHOCTHU
10 00ECTIeYCHHUIO TAKOM 3aIUTHI.

PaGoTHrkam 3ampemaeTcs yCTaHABIMBATH IOCTOPOHHEE IPOrpaMMHOE OOECIeYeHHE,
MOJIKJIIOYaTh JIUYHbIE MOOWIIBHBIE YCTPOWCTBA M HOCUTENM HMH(OpPMAIMH, a TaKKe 3alUChIBATh
Ha HUX 3alIUIIaeMyr0 HH(OpMAIHUIO.

PaGoTHukaMm 3ampemaeTcst pasriamarh 3alidinaeMyr0 UHGOpMallMio, KOTopas cTaia
UM U3BECTHA B CHJIY BBIIIOJIHEHUSI MU CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH.

IIpu pabore ¢ mepcoHaIbHBIMM JaHHBIMM B HMH(QOPMALMOHHOM CHUCTEME INEepPCOHATBHBIX
JAHHBIX PaOOTHUKM O0s3aHBl HCKIIIOYUTH BO3MOXKHOCTH IPOCMOTpa IEPCOHAIBHBIX JAHHBIX
TPETBUMHU JIMIIAMU C MOHUTOPOB OOBEKTOB BBHIUNCIUTEIbHON TEXHUKH.

IIpn 3aBepuieHun paboThl ¢ WHGOPMALMOHHOW CHCTEMOM IEPCOHAIBHBIX JaHHBIX
paOOTHUKK 00s3aHbI 3aIUTUTh OOBEKTHl BBIYUCIUTEIBHOM TEXHUKHM C IMOMOIIBIO OJIOKHPOBKU
KJIFOYOM WJIM 3KBUBAJIEHTHOI'O CPEACTBAa KOHTPOJIS, HAlpUMEp, JOCTYIOM IO IMapojio, €ClIu He
UCTIOJIB3YIOTCS 00JIee CUIIbHBIE CPECTBA 3ALIUTHI.

Pa6ornuku MBY JIO CHI Ne 3 r. CraBpomosis JOJKHBI ObITh HPOMH(GOPMUPOBAHBI
00 yrpo3ax HapyIlIE€HHUs pekuMa 0e30MaCHOCTH NEPCOHANBHBIX JTaHHBIX M OTBETCTBEHHOCTH 3a €T0
HapymieHne. OHM JOJDKHBI OBITh O3HAKOMJIEHBI C YTBEP)KJIEHHOM (opMaiabHOW Mporeaypoi
HAJIOKEHUS] TUCHMIUIMHAPHBIX B3bICKAHUH Ha PaOOTHUKOB, HApYIIAIOUIMX MPHUHATHIE MOJUTUKY
U TIpOLeAypbl O€30M1aCHOCTH NEPCOHAIBHBIX JaHHbIX.

PaGoTtHukn o00s3aHBl 0€3 TpoMemieHHs Ccoo0marh 000 Bcex HAOMI0IaeMbIX WIH
MOJIO3PUTENBHBIX clydyasx paboThl MHPOPMAILIMOHHOW CHCTEMBI MEPCOHATIbHBIX JaHHBIX, a TaK¥Ke
O BBIIBJIEHHBIX MMH COOBITHSIX, 3aTParvBaloOIIMX O€30MacHOCTh IEPCOHATBHBIX JIAHHBIX,
PYKOBOJICTBY M JIMIly, OTBEYAIOUIEMY 3a HEMEJICHHOE pearupoBaHUE Ha yIrpo3bl OE30MaCHOCTH
NEPCOHAIBHBIX JaHHBIX.

18. OTBeTCTBEHHOCTD NMOJIb30BaTe/ e HHPOPMAIMOHHON CHCTEMbI IIEPCOHAIBHBIX
JAHHBbIX

B coorBerctBuM co crathamu 24 @enepanbHoro 3akoHa ot 27.07.2006 Ne 152-@3
«O TmepcoHaNIbHBIX TaHHBIX», JIMIA, BAHOBHBIC B HAPYIICHHH TPEOOBAaHUI HECYT TPaXkIaHCKYIO,
YyrOJIOBHYIO,  QJMUHHUCTPATUBHYIO,  JUCHUIUIMHAPHYIO U HHYIO  TIPEAyCMOTPEHHYIO
3aKoHO1aTenbcTBOM Pocculickoit denepauu OTBETCTBEHHOCT.



Hevicteytomee 3akononatenscTBo Poccuiickoit ®enepauuu  1no3Boaser NpenbsBIATH
TpeboBanust no  obecrieyennto  GesomacHoit  paboTel ¢ 3ammmaemoii  uH(OpMarmei
U MpefycMaTpPHBAeT OTBETCTBEHHOCTh 34 HAPYLIEHHE YCTAHOBJICHHBIX MPaBUII KCIuTyartauud JBM
M CHCTEM, HeMpPaBOMEPHbIN M0CTYN K MHPOPMALIHHI, €CITH 3TH ACHCTBUS MPHBETA K YHHYTOKEHHIO,
Onokuposanmio, Moamdukatmn uHopManuK 1w Hapyuennio paboter IBM unn cereit (craTbu
272,273 u 274 VK P®).

ITone3oBaren HHGOPMALIMOHHON CHCTEMBI MEPCOHAJIbHBIX JAHHBIX HECYT OTBETCTBEHHOCTD
32 BCE IEUCTBUsI, COBEPIIEHHbIE OT UMEHH HX YUETHBIX 3aIIMCEil MM CUCTEMHbIX YYETHBIX 3aIHCeld,
€CJIM He [I0Ka3aH (aKT HECAHKLIMOHHPOBAHHOIO MCIIOIL30BAHHS YUETHBIX 3aMTHCEIi.

IlpuBenennbie Bbllie TPeOOBAHMS HOPMATHBHBIX IOKYMEHTOB M0 3aiiure MHPOPMALUM
JOJIKHBI OBIT OTPaXKEHBI B JIOKAIbHBIX HOPMATMBHBLIX M NpaBoBbIX aktax MBY JI0 CII Ne 3
r. CtaBpomnous.

Hupexrop H.J1. KpprxanoBckas

Moanucano uupoBoi noanucsio: Ly (OE BIOZPKETHOE
NIONONHUTENBHOTO OBPA3OBAHIA CTIOPTUBHAR WKOIA Ne 3 TOPOJIA CTABPOMONA

DN: c=RU, st=Craspononbckuit kpai, street=K.MAPKCA, 15, I=Crasponon, title=/lupekrop,
HOHHHCAHO 0=MYHWULIMNASIbHOE BIO[KETHOE YYPEXXAEHWE AONOHUTENBHOIO OBPA30BAHUA
CNOPTUBHAS LKONA Ne 3 TOPO/IA CTABPOMNONA,
- 1.2.643.100.1=120D31303232363031393633323834,
JEKTPOHHOH e YTr AT

1.2.643.3.131.1.1=120C3; 373833, il.ry,
i =/ LIMNANbHOE BIOJKETHOE

a
]IOI[HH‘ I)IO YUPEXIEHUE OMONHUTENLHOTO OBPA3OBAHMA CIOPTVBHASR LUIKOMA Ne 3 FOPOLIA
CTABPOMONA

[lata: 2024.08.06 19:04:17 +03'00"
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